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Bomb or substance threats are usually a form of communication, written or verbal, delivered by electronic (email, fax, etc.), oral (telephone, tape recording), or other medium (letter) which are frequently used to disrupt business or cause alarm. The procedures detailed here are designed to help people respond to and deal with a threat in accordance with current directions provided by Australian Federal Police and AS 3745-2010.
Because each threat is different, it is almost impossible to have a detailed procedure for each contingency. These procedures are designed to help you assess the level of the threat and, on the information available, decide on a course of action.
[bookmark: _Toc279481788][bookmark: _Toc287448648]Telephone Bomb Threat
Until proven otherwise, all threats are to be treated as real. During working hours, the Building Chief Warden should, along with management, evaluate the threat and consider evacuation. This may be done in conjunction with the Police if they are available.
The following points provide an overview of the initial actions to take when a threat is received:
1. Keep calm. If possible attract the attention of a fellow worker
2. Keep the caller on the line as long as possible to gather information
3. Use the bomb threat checklist provided (see schedule 1) this check list can be used as evidence against the perpetrator of the threat in any subsequent legal proceedings.
4. Obtain as much detail as possible about the bomb and its location
5. Listen carefully for any background noises, speech mannerisms, accents or any other details that might give a clue to the age, sex, identity and location of the caller
6. DO NOT discuss the call with other occupants
7. Immediately after the threat contact the Building Chief Warden, ANU Security extension 52249 or phone (02) 6125 2249, your Management and notify the Police 0-000
8. Complete the threat check list and hand it to Building Chief Warden or ANU Security
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Following the receipt of a threat the Building Chief Warden must consider the level of threat and decide on the appropriate action, using the threat report, results of searches by the Emergency control Organisation and information obtained from building occupants and the Police.
The threat may be assessed as:
· NON SPECIFIC THREAT OR LOW RISK
For example a call made by a child and/or with childish laughter in background or where little detail is received.


· SPECIFIC THREAT OF MUCH GREATER RISK
For example a call made in a calm deliberate manner where greater detail regarding timing, location or type of device is given.
To help determine the level of threat from a suspect item found during a search, consideration must be given to:
· Whether the item was hidden.
· Is it obviously a device.
· Is it similar to the original threat description.
· Is it typical of all other items in the area.
· Has there been a report of unauthorised persons being on site.
· Is there evidence of forced entry.
Other factors that may provide assistance are:
· A threat is only that until something obvious is found.
· A perpetrator will infrequently give warning of an attack.
· [bookmark: _Toc279481790][bookmark: _Toc287448650]The consequence for issuing a threat is not as severe as the placement or initiation of a device.
Search Procedure
The Police will often request the building occupants to conduct a search. All Wardens will be instructed in bomb and substance threat strategy during their routine training. Police will not usually search a building following receipt of a threat because:
· Police are unlikely to know the layout of the premises and the various places in which a device can be concealed.
· Police will not know what should be in a particular place and what should not. Staff should know and be able to search more thoroughly.
Note: Places of public assembly such as lecture rooms, assembly halls, and auditoriums cannot be searched while students are present.
Detailed searches take a considerable amount of time. Occupants may not be permitted to return for some hours. Consideration should be given to their welfare, for example in summer or wet weather, relocation to a more comfortable location with shade or shelter.
If a search is decided upon, Wardens should be directed to search their floor or area and report the location and appearance of any suspicious item.
Wardens should look for anything:
· That should not be there.
· That cannot be accounted for.
· That is out of place.


If a suspicious object is found:
· No one is to touch or move it
· Clear people away from the immediate vicinity.
· Secure the area.
· Inform Building Chief Warden.
· Initiate evacuation.
· Leave a trail to the object.
· Inform Police of location.
The evacuation assembly areas should be searched by Wardens nominated by the Building Chief Warden.
Detailed Room Search
Divide the room into sections, for example halves or quarter search teams should:
1. Listen for any unusual sounds
2. Conduct a passive search only (that is, look without touching)
3. Checking the area as follows:
· Floor to waist level
· Waist level to head level
· Head level to ceiling
4. Mark the area as clear, using chalk marks, post it labels etc.
Warning: Hand held radio transceivers and mobile phones MUST NOT be used during a bomb emergency because, under certain conditions, transmissions can trigger an electronically- detonated or radio activated bomb
[bookmark: _Toc279481791][bookmark: _Toc287448651]Courses of Action – The decision to evacuate
The Police will normally leave the decision to evacuate to the Emergency Control Organisation or building management. The Police may provide advice or make recommendations
· Option to do nothing (Disregard Threat)
It may be tempting, when receiving a threat from an intoxicated person or child, to adopt this course of action. The Building Chief Warden must be absolutely sure it is a prank call. If there is the slightest doubt, the Building Chief Warden must adopt one of the other options.
· Option to search and evacuate only if a suspicious object is found
This choice means people will be in the building for a longer period if there is a device present. Evacuation will proceed if a suspicious object is found. If nothing is found, and there are no other significant factors, the Building Chief Warden may then consider that the building can be declared safe. The Building Chief Warden may consider this option appropriate if the threat level is assessed as low.


· Option to search with partial evacuation
When the threat level is considered to be moderate and there is no reason to believe an initiation to be imminent, the Building Chief Warden might consider partial evacuation, retaining essential staff and search teams.
· Evacuate immediately without search
In the event of the call that the Building Chief Warden considers to be a high risk there may be a case for evacuation as quickly as possible, without conducting a search, especially where there is a possibility of imminent initiation.
When the time of initiation has been disclosed in a threat, the Building Chief Warden must ensure search procedures are terminated well before the deadline, even if the device has not been found. All searching must cease no later than 20 minutes before the time given. At the very least, 20 minutes must elapse after the threatened time of initiation before search teams re-enter the building. The building should be searched prior to re-occupation.
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If the evacuation of a floor or complete evacuation of the building is ordered, the procedures are similar to an evacuation for a fire. Wardens are to:
1. Direct staff and students to the nearest exit and instruct them to take all personal items with them. Guide them to the nominated assembly area using a path of egress away from the suspect item if the location is known.
Note:	In some buildings it may be necessary to direct occupants to use a specific exit or escape route.
2. Conduct a final check of all areas including toilets and all other occupiable spaces to ensure they are clear of occupants.
3. Advise the Building Chief Warden when the floor/area has been evacuated. Ensure internal doors, except fire doors, are left open if possible, and that occupants do not re-enter the building.
4. Proceed to the nominated assembly area and remain there, until directed to return to the building, by the Building Chief Warden, Security or Police.
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Should a threat be received outside normal working hours, the recipient should report the matter to ANU Security extension 52249 or phone (02) 6125 2249 and Police 0-000 alert other occupants occupying the floor/area, and evacuate the building using emergency exits. Do not re-enter the building until advised by Security or Police it is safe to do so.
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All mail should be checked for suspicious articles. The details of all suspicious letters and parcels, and records of verbal threats should be retained for future reference.
Mail bombs are normally about envelope size. The maximum size of a device is restricted by Australia Post limitations on the weight and dimensions of an article that can be sent through the Australia Post system. Mail bombs could of course be distributed by means other than Australia Post such as couriers. Irrespective of size, mail bombs have the potential to cause death or potential injury.
Mail bombs normally fall into three categories, HIGH EXPLOSIVE, INCENDIARY and NOXIOUS devices all designed to cause damage, injury or death.
What to look for:
· An envelope that is lopsided or uneven.
· A package that is excessive in weight for its size.
· Excessive tape or other securing material.
· An article from an unknown source.
· Wires or metallic material protruding from the article.
· Postage in excess of what should be required to have the article forwarded.
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A courier delivered bomb differs from a mail bomb in that the perpetrator has the ability to set a timer or trip/motion device when it is delivered. This means that a courier delivered device has the potential to detonate without any further intervention by the perpetrator. Once suspicion has been aroused this type of article MUST NOT be touched or moved.
[bookmark: _Toc279481796][bookmark: _Toc287448656]Placed Bomb
Placed bombs come to the attention either as an accidental discovery or after a warning and subsequent search. Placed bombs can take on many shapes from the obvious such as a stick of commercial explosive with a burning fuse to the indistinguishable such as a sealed package
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A vehicle bomb is any means used to deliver an amount of explosive usually to the external boundary of a building, structure or workplace.Wardens to search:
Exits - Common Areas – Reception Areas
Toilets – Utility Areas – Building exterior	
Do not leave the assembly area until the all clear has been given by the building warden or emergency services
Wardens report to assembly area when their area is clear 
Building Chief Warden to despatch wardens to search the assembly area
Notify the Building Chief Warden
Resume normal duties



Schedule 1: Bomb Threat Checklist
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